INTRODUCTION
With the leap in information flow across the internet, the network scale is expanding on a daily basis, and with it is increasing the threats to the systems connected to the networks. An attack on important and confidential data is one of the foremost concerns for the users. These attacks may come in various forms including hacks, virus, worms, steganography [3, 26] , dictionary attacks [5, 40, 11] and denial of service attacks [36, 37] etc. With these threats looming every time a user goes online, it is important to have a mechanism that could analyze these threats and defend the system against them. Many researchers have suggested numerous techniques to deal with security threats which include multifactor authentication [16] , multipath routing [14, 33, 18, 31, 21] , and biometric security measures [38, 6] etc. Besides adopting these measures, conventional measures like firewalls, antiviruses, network analyzers etc. are also used. Among these, one of the most significant counter measures [10, 29, 30, 19] against security threats is the Intrusion Detection System also known as IDS. The basic job of the Intrusion Detection System is to monitor the incoming and outgoing traffic from a system and looks for any abnormal behavior in the network activity which indicates a possibility of threat. The Intrusion Detection System with certain predefined rules alerts the system of suspicious patterns in the network activity. One of the most significant aspects of Intrusion Detection System is the use of Artificial Intelligence [39] to train the Intrusion Detection System about the possible threats. The Intrusion Detection can gather information about the various traffic patterns and rules can be formed based on these patterns, to distinguish between normal traffic and anomalous traffic in the network.
Though many Artificial Intelligence techniques are being used in Intrusion Detection System [24] , we look at two of the most prominent techniques, Fuzzy Logic and Genetic Algorithms. Intrusion Detection Systems can be developed based on Fuzzy logic and Genetic Algorithms separately or both the techniques can be combined to develop a FuzzyGenetic Intrusion Detection System [41, 42] . Genetic Algorithms use audited data from network to derive a set of classification rules and fitness function judges the quality of the rules, which are then applied in the real world environment to counter network intrusions [7] . As attacks on systems may not have a discrete pattern, fuzzy logic can be used to detect attack patterns which may have a behavioral pattern between normal and anomalous. Moreover, fuzzy logic also helps to lower the rate of false positive alarms [11] . The rest of the paper is organized in the following way, Section 2 gives an overview of the Intrusion Detection System. Section 3 discusses the different types of Intrusion Detection Systems. In Section 4, some of the artificial intelligence techniques used in IDS are discussed. Section 5 discusses the Intrusion Detection System using Fuzzy Logic. Section 6 discusses the Intrusion Detection System using Genetic Algorithms and at the end Section 7 gives a conclusion.
OVERVIEW OF INTRUSION DETECTION SYSTEM
Intrusion detection Systems are used to monitor unwanted and malicious network traffic and take appropriate action if such situation occurs. The Intrusion Detection System uses a sensor to collect the information about traffic data. The sensor is connected to the network line using a network tap. The traffic data collected in the sensor is then sent to the Intrusion Detection System collector, which analyses the traffic data sent from the sensor. The collector analyses the data using Signature Detection technique or the Anomaly Detection technique and term the data as either a threat or normal traffic data. The Intrusion Detection System Manager lets the user configure the Intrusion Detection System. 
TYPES OF INTRUSION DETECTION SYSTEM
Intrusion Detection Systems can be classified based on their monitoring activity, detection technique and their response to the attack.
INTRUSION DETECTION BASED ON MONITORING

ACTIVITY
The Intrusion Detection Systems can be broadly divided into two types based on the fact that whether they monitor the whole network or a particular host. Accordingly, they are termed Host based Intrusion Detection System (HIDS) and Network based Intrusion Detection System (NIDS).
HOST BASED INTRUSION DETECTION SYSTEM
The Host Based Intrusion Detection System resides in the host and traffic data is analyzed individually in each host. The IDS monitors the various file systems, network events and system calls to detect any possible threat to the system.
NETWORK BASED INTRUSION DETECTION SYSTEM
The NIDS monitors the packets passing through the entire network and analyses the packets. Network Based Intrusion Detection System is particularly useful for monitoring traffic of many systems all at once.
INTRUSION DETECTION BASED ON DETECTION
TECHNIQUE
Intrusion Detection System is also classified on the basis of the technique used by the IDS to look up for vulnerabilities. They are mainly classified into Signature Based Detection and Anomaly Detection.
SIGNATURE BASED DETECTION
The Signature Based Detection compares a possible threat with the attack type already stored in the IDS. The limitation of this type of detection technique is that if any new type of threat comes which is not already known to the IDS, the system becomes vulnerable to that attack.
ANOMALY BASED DETECTION
The anomaly based detection is a detection technique by which the IDS looks for vulnerabilities based on rules set forth by the user and not on the basis of signatures already stored in the IDS. This type of detection usually uses Artificial Intelligence to distinguish between normal traffic and anomalous traffic.
INTRUSION DETECTION BASED ON RESPONSE TO
ATTACK
Depending on the response to a security threat, the Intrusion Detection Systems can be classified as Active Intrusion Detection System (also known as Intrusion Prevention System) and Passive Intrusion Detection System.
ACTIVE INTRUSION DETECTION SYSTEM
The Active Intrusion Detection System more commonly known as Intrusion Prevention Systems is configured to respond to the attack in case of a security threat. Whenever there is an attack the Active Intrusion Detection System automatically takes action to deal with the attack in real time.
PASSIVE INTRUSION DETECTION SYSTEM
The Passive Intrusion Detection System on the other hand does not take any action in case of an attack but only alerts the user of the vulnerabilities to the system.
ARTIFICIAL INTELLIGENCE IN INTRUSION DETECTION SYSTEMS
As mentioned in Section 3.2, Intrusion Detection Systems adopts mainly two strategies for detection of threat, the Signature based detection technique and the Anomaly based detection technique. As the security threats in the Signature based detection techniques are already predefined, they can be termed static. But 
IDS BASED ON FUZZY LOGIC
Fuzzy Logic is a reasoning technique in which the reasoning is not precise and fixed but rather is an approximate value. Fuzzy Logic can therefore be aptly applied to Intrusion Detection Systems [8, 9, 32, 15, 34 ] to decide about suspected behavior when there is no clear distinction between anomalous and normal behavior in the traffic pattern. In addition to this, Fuzzy Logic greatly reduces the false positive alarm rate in Intrusion Detection Systems [11, 17] .
IDS Collector System
The Fuzzy Logic uses the fuzzy variable along with the membership function to determine whether a particular rule is applicable to classify the condition as an anomaly or not. 
APPLICATION OF FUZZY LOGIC TO IDS
. Fuzzy space used in Intrusion Detection
The region A depicts fuzzy set LOW, B depicts fuzzy set MEDIUM and C depicts fuzzy set HIGH. The x axis shows the values in the fuzzy set and the y axis shows the membership function. The number of packets is the fuzzy variable which is also known as fuzzy linguistics whereas the LOW, HIGH and MIDDLE depicts the values of the fuzzy variable. So, after the intrusion detection system analyses the packets and finds the packets with the same destination number to be 15, then this condition will be regarded as LOW for a degree 0.4, but for a degree 0.6 this will be regarded as HIGH.
So in the Intrusion Detection System using Fuzzy Logic, this can be written as, IF NumberOfPackets = HIGH THEN AbortConnection.
Here, NumberOfPackets is the fuzzy variable and HIGH is the fuzzy set. So, depending upon the number of packets in the incoming traffic and the membership function, the value of HIGH is determined and accordingly the Intrusion Detection System will decide whether to abort the connection or not. [15] proposed a system to classify normal and anomalous attacks on the basis of compatibility threshold. Here the researchers used association based classification to classify the network traffic data. Barbara et al. [34] proposed Audit Data Analysis and Mining (ADAM) which was a real time anomaly detection system. Here, suspicious events were classified as false alarms or real attacks by a module using association rules along with data mining techniques and classification.
RELATED WORKS IN FUZZY LOGIC BASED IDS
IDS BASED ON GENETIC ALGORITHMS
Genetic Algorithms are biologically inspired search heuristics that employs evolutionary algorithm techniques like crossover, inheritance, mutation, selection etc. So, genetic algorithms are capable of deriving classification rules [1] and selecting optimal parameters for detection process [2] . Therefore Genetic Algorithms can be used to derive classification rules and apply them in Intrusion Detection System [1, 2, 13, 27, 28]. 
Fitness Function :
The fitness function evaluates the quality of a particular solution. The fitness function is used to select the best solution among all the solutions in the population. The fitness function should be an optimized value [43] .
Selection:
Selection is the process of choosing solution with better fitness function than their counterparts. In the selection phase the solutions having better fitness function over other solutions are selected and the rest are discarded.
Crossover:
Crossover is the phase in which two solutions exchange one of their characteristics with the other in the pair at a randomly selected crossover point, where the crossover probability is between 0.6 and 0.9 [25] . The solutions selected for crossover operation should be different [44] .
Mutation:
Mutation is a process by which some random bits in a solution are changed. This is done mainly to maintain the genetic diversity of the solutions.
APPLICATION OF GENETIC ALGORITHM TO IDS
The application of Genetic Algorithm to the network data consist primarily of the following steps:
1. The Intrusion Detection System collects the information about the traffic passing through a particular network.
The Intrusion Detection System then applies
Genetic Algorithms which is trained with the classification rules learned from the information collected from the network analysis done by the Intrusion Detection System.
3. The Intrusion Detection System then uses the set of rules to classify the incoming traffic as anomalous or normal based on their pattern.
For application of genetic algorithm to Intrusion Detection System, we must represent the solution of our problem as a chromosome or genome. At the beginning a randomly generated population is selected. Three genetic operators, selection, mutation and crossover are applied to each generation and the best solution is found out. With passing generations newer generations evolve with better qualities than their previous generations [7, 23, 22, 35] .
REPRESENTING DATA IN INTRUSION DETECTION
SYSTEM
In Intrusion Detection System, the genes can be represented as different data types like integer, float and bytes [7] .The genetic algorithm can be aptly applied to differentiate between anomalous network connections from normal ones The rule stored in the rule base is of the following form [4] If <condition> then <action>
The rule is basically a set of if clause where the condition is matched with the rules already stored in the IDS. The rule could specify the details of the packet like IP address, port number and protocol. If the incoming packet matches with any of the rules set in the IDS which have been classified as a threat, the IDS immediately takes action which may include alarming the system, stopping the connection or logging off the system [1, 7] .
Let us take a typical example, In case of the above rule the Intrusion Detection System would analyze the incoming packet. If the packet has a source address of "117.11.8.24", destination address of "117.15.9.25", the packet size is "250" and the port number mentioned in the packet is "5005", then according to the rules, the packet will be deemed as a threat and accordingly the Intrusion Detection System will abort the connection.
The Intrusion Detection System using the genetic algorithm would convert the data into a chromosome of the following form {117, 11, 8, 24, 117, 11, 9, 25, 250, 5005} But to make a more general rule, wild card entries which are -1 are used. To generalize a source address of the form 117.11.*.*, the rule * will be changed with -1, so the chromosome will be, {117, 11, -1, -1, 117, 15, 9, 25, 250, 5005}
RELATED WORKS IN GENETIC ALGORITHM BASED IDS
A lot of work has been done on Intrusion Detection Systems using Genetic Algorithms. Li [1] used genetic algorithms to identify anomalous network behaviors by considering both temporal and spatial information of the network connection during the encoding phase Bridges and Vaughn [2] combined Genetic Algorithm and Fuzzy data mining techniques to detect network anomalies and misuses. Here the researchers applied Genetic Algorithm to find the best possible feature of fuzzy function and select the most significant network feature. Lu and Traore [27] used Genetic programming to derive classification rules with traffic data of the network. Crosbie and Spafford [28] used multiple agent technology and genetic programming to detect anomalies in the network. One limitation of the model was that when the agents were not initialized properly, the training process took a long time. Xia et al. [13] used a combination of Genetic Algorithms and information theory to detect anomalous behaviors in the network theory. The approach used information theory to filter the traffic data which reduced the complexity.
CONCLUSION
In this paper an overview of the Intrusion Detection System is given. The approach to use Genetic Algorithms and Fuzzy Logic in Intrusion Detection System was also discussed. With the increasing use of the internet, the security threats have multiplied many folds. Along with all other conventional method, Intrusion Detection System have come a long way in the fight against security vulnerabilities. The use of Genetic Algorithms in Intrusion Detection System is particularly useful as it considers both temporal and spatial information of the network connections [1] . Moreover the use of fuzzy logic can help in detecting anomalies which cannot be discreetly deemed as normal or anomalous.
